
How Do Antiterrorism/ 
Force Protection Tools 
Benefit DoD? 

 

 Strengthen local access policies. 
 

 Provide multiple-factor authentication 
techniques, including photo and 
fingerprint comparison. 

 

 Assist in recovering lost, stolen, or 
falsified military ID cards during 
attempts to gain illegal base access.  

 

 Confirm installation entry activity of 
suspects in criminal investigations.  

 

 Allows individual installations to tailor 
access permissions as force protection 
conditions change.  
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Antiterrorism/Force Protection Identity Solutions 

What Does DMDC Do? 
 
 Serves as the authoritative source of 

information on over 52 million people now 
and previously connected to DoD.  

 

 Uses this information to determine who is 
eligible for DoD benefits and entitlements.  

 

 Protects the identity of DoD personnel and 
their families.  

 

 Validates and authenticates DoD personnel 
for physical and logical access and force 
protection. 

 

 Operates and maintains over 230 current 
and historical databases, websites, and 
programs.  

 
 Supports the office of the Secretary of 

Defense and other DoD customers through 
research, surveys, and testing programs.  

 
 

What Automated Tools Does DMDC 
Use to Identify and Authenticate 
People?  
 

DBIDS – Defense Biometric Identification 
System 
 The largest physical access system in the 

DoD and the largest use of biometrics for 
access in the Department.  

 

CAC – Common Access Card 
 DoD Enterprise-wide solution for digital 

credentialing for physical and logical security. 

 Nearly 3.6 million cards in circulation.  
 

DNVC – DoD National Visitors Center 
 Authenticates DoD and non-DoD credential 

holders.  
 

DCCIS – DoD Cross-Credentialing 
Identification System 
 Authenticates federated commercial 

industry credential holders at DoD and non-
DoD facilities.  

 

IMESA – Identity Matching Engine for 
Security and Analysis 
 An operational enterprise service is a 

physical security concept designed to 
continuously evaluate the fitness of persons 
who have attempted and are attempting to 
access DoD installations.  

 Over 5 million registrations.  

What are DMDC’s Significant 
Accomplishments to Date? 
 
 Expanded identity authentication for 

physical access to nearly 600 gates 
worldwide. 

 

 Issued 10 million digital identity cards.  
 

 Antiterrorism/Force Protection tools 
installed in: 

Europe 
South Korea 
Southwest Asia 
Japan  
United States: 
 Over 200 installations (including Air 

Force, Navy and Joint Bases) 
 

 Identified encounters with over 1,000 
wanted felons during installation access 
attempts.  

 

 Received 19 awards and recognized as a 
world leader in identity management.   

 


